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Foreword

This version of the Common Methodology for Information Technology Security Evaluation
(CEM V3.1 is the first major revision since being published as CEM v2.3 in 2005.

CEM v3.1aims to: eliminate redundant evaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CEM terminology to reduce
misunderstanding; restructure and refocus the evaluatidvitiast to those areas where
security assurance is gained; and add new CEM requirements if needed.

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corpomain the United States
and other countries
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Introduction

1 Introduction

1 The target audience for the Common Methodology for Information
Technology Security Evaluation (CEM) is primarily evaluators applying the
CC and certifiers confirmingevaluator actions; evaluation sponsors,
developers, PP/ST authors and other parties interested in IT security may be
a secondary audience.

2 The CEM recognises that not all questions concerning IT security evaluation
will be answered herein and that furtheterpretations will be needed.
Individual schemes will determine how to handle such interpretations,
although these may be subject to mutual recognition agreements. A list of
methodologyrelated activities that may be handled by individual schemes
can befound in AnnexA.
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Scope

The Common Methodology for Information Technology Security Evaluation
(CEM) is a companion document to the Common Criteria for Information
Technology Security Evaluation (CC). The CEM defines the minimum
actions to be performed by an evaluator in order to conduct a CC evaluation,
using the criteria and evaluation evidence defined in the CC.

The CEM does not define evaluator actions for certain high assurance CC
components, where there is as yet no geneagiteed guidance.
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Normative references

3 Normative references

5 The following referenced documents are indispensable for the application of
this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced docunwtudifig
any amendments) applies.

[CC] Common Criteria for Information Technology
Security Evaluation, Version 3.1, revision 3, July
20009.
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Terms and definitions

For the purposes of this document, the following terms and definitions apply.

Terms which arg@resented in bolfiaced type are themselves defined in this
Section.

action %2 evaluator action element of the CC Part 3

These actions are either explicitly stated as evaluator actions or implicitly
derived from developer actions (implied evaluator asfionithin the CC
Part 3 assurance components.

activity %2 application of an assurance class of the CC Part 3

check?2 generate &erdict by a simple comparison

Evaluator expertise is not required. The statement that uses this verb
describes what is mapped

evaluation deliverable %2 any resource required from the sponsor or
developer by the evaluator or evaluation authority to perform one or more
evaluation or evaluation oversight activities

evaluation evidencész tangibleevaluation deliverable

evaluation technical report %2 report that documents thaeverall verdict

and its justification, produced by the evaluator and submitted to an
evaluation authority

examine¥2z generate &erdict by analysis using evaluator expertise

The statement that uses this verbniifees what is analysed and the
properties for which it is analysed.

interpretation %2 clarification or amplification of a CC, CEM mcheme
requirement

methodology ¥ system of principles, procedures and processes applied to
IT security evaluations

obsewation report ¥ report written by the evaluator requesting a
clarification or identifying a problem during the evaluation

overall verdict %2 pass or failstatement issued by an evaluator with respect
to the result of an evaluation

oversight verdict %2 staement issued by an evaluation authority confirming

or rejecting anoverall verdictbased on the results of evaluation oversight
activities
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Terms and definitions

record ¥ retain a written description of procedures, events, observations,
insights and results in sufficient dettol enable the work performed during
the evaluation to be reconstructed at a later time

report % include evaluation results and supporting material in the
Evaluation Technical Reportor anObservation Report

schemeYz set of rules, established by an evélma authority, defining the
evaluation environment, including criteria amaethodology required to
conduct IT security evaluations

sub-activity % application of an assurance component of the CC Part 3

Assurance families are not explicitly addressed e {CEM because
evaluations are conducted on a single assurance component from an
assurance family.

tracing % simple directional relation between two sets of entities, which
shows which entities in the first set correspond to which entities in the
second

verdict % pass, fail or inconclusivetatement issued by an evaluator with
respect to a CC evaluator action element, assurance component, or class

Also seeoverall verdict.
work unit ¥ most granular level of evaluation work

Each CEM action comprises ome more work units, which are grouped
within the CEM action by CC content and presentation of evidence or
developer action element. The work units are presented in the CEM in the
same order as the CC elements from which they are derived. Work units are
identified in the left margin by a symbol such AsC_TAT.1-2. In this
symbol, the strindALC_TAT.lindicates the CC component (i.e. the CEM
sub-activity), and the final digit4) indicates that this e second work unit

in theALC_TAT.1 subactivity.
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5 Symbols and abbreviated terms
CEM Common Methodology for Information Technology
Security Evaluation
ETR Evaluation Technical Report
OR Observation Report
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Overview

Overview

Organisation of the CEM
Chapter7 defines the conventions used in the CEM.

Chapter8 describes general evaluation tasks with no verdicts associated with
them as they do not map to CC evatuaitction elements.

Chapter9 addresses the work necessary for reaching an evaluation result on
a PP.

Chaptersl0 to 16 define the evaluation activities, organised by Assurance
Classes.

Annex A covers the basic evaluation techniques used to provide technical
evidence of evaluation results.

Annex B provides an explanation of the Vulnerability Analysis criteria and
examples of their application
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Document Conventions

Terminology

Unlike the CC, where each element maintains the last digit of its identifying
symbol for all components within the family, the CEM may introduce new
work units when a CC evaluator action element changes froractivity to
subactivity; asa result, the last digit of the work unit's identifying symbol
may change although the work unit remains unchanged.

Any methodologyspecific evaluation work required that is not derived
directly from CC requirements is termeskor subtask

Verb usage

All work unit and suktask verbs are preceded by the auxiliary \&#réll and

by presenting both the verb and tkkall in bold italic type face. The
auxiliary verbshall is used only when the provided text is mandatory and
therefore only within the work uts and suktasks. The work units and sub
tasks contain mandatory activities that the evaluator must perform in order to
assign verdicts.

Guidance text accompanying work units and -tagks gives further
explanation on how to apply the CC words in an eatédm. The verb usage

is in accordance with ISO definitions for these verbs. The auxiliary verb
shouldis used when the described method is strongly preferred. All other
auxiliary verbs, includingnay, are used where the described method(s) is
allowed butis neither recommended nor strongly preferred; it is merely
explanation.

The verbscheck examinereportandrecordare used with a precise meaning
within this part of the CEM and the Chapteshould be referenced for their
definitions.

General evaluation guidance

Material that has applicability to more than one-aabvity is collected in

one place. Guidance whose applicability is widespread (across activities and
EALS) has been collected into Annéx Guidance that pertains to multiple
subactivities within a single activity has been provided in the introduction to
that activity. If guidance pertains to only a single-sghivity, it is presented
within that subactivity.
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Relationship between CC and CEM structures

There are direct relationships between the CC structure (i.e. class, family,
component and element) and the structure of the CEM. Figilhgstrates

the correspondence between the CC constructs ¥, damily and evaluator
action elements and CEM activities, saddivities and actions. However,

several CEM work units may result from the requirements noted in CC
developer action and content and presentation elements.

Common Criteria Common Evaluation Methodology

(s ) )
Assurance Component Sub-activity
Evaluator Action Acti
ction
Element
Developer Action  }. N
Element \
Work unit ]
Content & Presentation
of Evidence Element

Figure 1 - Mapping of the CC and CEM structures
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Evaluation process and related tasks

Introduction

This chapter provides an overview of the evaluation process and defines the
tasks an evaluator is intended to perform when conducting an evaluation.

Each evaluationwhether of a PP or TOE (including ST), follows the same
process, and has four evaluator tasks in common: the input task, the output
task, the evaluation stdxtivities, and the demonstration of the technical
competence to the evaluation authority task.

The input task and the output tasks, which are related to management of
evaluation evidence and to report generation, are entirely described in this
chapter. Each task has associatedtasks that apply to, and are normative
for all CC evaluations (evaluati of a PP or a TOE).

The evaluation subctivities are only introduced in this chapter, and fully
described in the following chapters.

In contrast to the evaluation saltivities, input and output tasks have no
verdicts associated with them as they do map to CC evaluator action
elements; they are performed in order to ensure conformance with the
universal principles and to comply with the CEM.

The demonstration of the technical competence to the evaluation authority
task may be fulfilled by the evaltian authority analysis of the output tasks
results, or may include the demonstration by the evaluators of their
understanding of the inputs for the evaluation-aativities. This task has no
associated evaluator verdict, but has an evaluator authonitiiciveThe
detailed criteria to pass this task are left to the discretion of the evaluation
authority, as noted in AnneXx.5.

Evaluation process overview
Objectives
This section presents the general model of the metbgd and identifies:

a) roles and responsibilities of the parties involved in the evaluation
process;

b) the general evaluation model.
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Responsibilities of the roles

The general model defines the following roles: sponsor, developer, evaluator
and evaluatiomuthority.

The sponsor is responsible for requesting and supporting an evaluation. This
means that the sponsor establishes the different agreements for the evaluation
(e.g. commissioning the evaluation). Moreover, the sponsor is responsible
for ensuring hat the evaluator is provided with the evaluation evidence.

The developer produces the TOE and is responsible for providing the
evidence required for the evaluation (e.g. training, design information), on
behalf of the sponsor.

The evaluator performs thesauation tasks required in the context of an
evaluation: the evaluator receives the evaluation evidence from the developer
on behalf of the sponsor or directly from the sponsor, performs the
evaluation sulactivities and provides the results of the eviium
assessment to the evaluation authority.

The evaluation authority establishes and maintains the scheme, monitors the
evaluation conducted by the evaluator, and issues certification/validation
reports as well as certificates based on the evaluatiohsrgsavided by the
evaluator.

Relationship of roles

To prevent undue influence from improperly affecting an evaluation, some
separation of roles is required. This implies that the roles described above are
fulfilled by different entities, except that tmeles of developer and sponsor
may be satisfied by a single entity.

Moreover, some evaluations (e.g. EAL1 evaluation) may not require the
developer to be involved in the project. In this case, it is the sponsor who
provides the TOE to the evaluator and whbenerates the evaluation
evidence.

General evaluation model

The evaluation process consists of the evaluator performing the evaluation
input task, the evaluation output task and the evaluatiomastiNities. Figure

2 provides anoverview of the relationship between these tasks and sub
activities.
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Evaluation
Evidence

Ewvaluation Input Task ’ \

Evaluation sub-activities

| Ewvaluation Output Tagk ’

u Demonstration of the Technical Competence Task ’

Figure 2 - Generic evaluation model

Evaluation
Outputs

The evaluation process may be preceded by a preparation phase where initial
contact is made between the sponsor and thkiaea. The work that is
performed and the involvement of the different roles during this phase may
vary. It is typically during this step that the evaluator performs a feasibility
analysis to assess the likelihood of a successful evaluation.

Evaluator verdicts

The evaluator assigns verdicts to the requirements of the CC and not to those
of the CEM. The most granular CC structure to which a verdict is assigned is
the evaluator action element (explicit or implied). A verdict is assigned to an
applicable CC waluator action element as a result of performing the
corresponding CEM action and its constituent work units. Finally, an
evaluation result is assigned, as described in CC Part 1, ChHpter
Evaluation results
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Evaluation Result
& n
Assurance Class T~
Assurance Component M

Evaluator Action Element

Evaluator Action Element

Evaluator Action Element

Figure 3 - Example of the verdict assignment rule

57 The CEM recognises three mutually exclusive verdict states:

a) Conditions for gpassverdict are defined as an evaluator completion
of the CC evaluator action element and determination that the
requirements for the PP, ST or TOE under evaluation are met. The
conditions for passing the element are defined as:

1) the constituent work units of the related CEM action, and;

2) all evaluation evidence required for performing these work
units is coherent,hat is it can be fully and completely
understood by the evaluator, and

3) all evaluation evidence required for performing these work
units does not have any obvious internal inconsistencies or
inconsistencies with other evaluation evidence. Note that
obvious means here that the evaluator discovers this
inconsistency while performing the work units: the evaluator
should not undertake a full consistency analysis across the
entire evaluation evidence every time a work unit is
performed.
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b) Conditions for dail verdict are defined as an evaluator completion of
the CC evaluator action element and determination that the
requirements for the PP, ST, or TOE under evaluation are not met, or
that the evidence is incoherent, or an obvious inconsistency in the
evaluationevidence has been found;

C) All verdicts are initiallyinconclusiveand remain so until eitherpass
or fail verdict is assigned.

The overall verdict ipassif and only if all the constituent verdicts are also
pass In the example illustrated in Figuge if the verdict for one evaluator
action element idail then the verdicts for the corresponding assurance
component, assurance class, and overall verdict aréadlso

Evaluation input task
Objectives

The objective of this task i® ensure that the evaluator has available the
correct version of the evaluation evidence necessary for the evaluation and
that it is adequately protected. Otherwise, the technical accuracy of the
evaluation cannot be assured, nor can it be assured thav#buation is
being conducted in a way to provide repeatable and reproducible results.

Application notes

The responsibility to provide all the required evaluation evidence lies with
the sponsor. However, most of the evaluation evidence is likely to be
produced and supplied by the developer, on behalf of the sponsor.

Since the assurance requirements apply to the entire TOE, all evaluation
evidence pertaining to all parts of the TOE is to be made available to the
evaluator. The scope and required contenswfh evaluation evidence is
independent of the level of control that the developer has over each of the
parts of the TOE. For example, if design is required, therT@E design
(ADV_TDS) requirements will apply to all subsystems thed¢ part of the

TSF. In addition, assurance requirements that call for procedures to be in
place (for example, CM capabilities (ALC_CMC) and Delivery
(ALC_DEL)) will also apply to the entire TOE (including any part proed

by another developer).

It is recommended that the evaluator, in conjunction with the sponsor,
produce an index to required evaluation evidence. This index may be a set of
references to the documentation. This index should contain enough
information (eg. a brief summary of each document, or at least an explicit
title, indication of the sections of interest) to help the evaluator to find easily
the required evidence.
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It is the information contained in the evaluation evidence that is required, not
any particular document structure. Evaluation evidence for aastility

may be provided by separate documents, or a single document may satisfy
several of the input requirements of a-auivity.

The evaluator requires stable and formadlsued versions oévaluation
evidence. However, draft evaluation evidence may be provided during an
evaluation, for example, to help an evaluator make an early, informal
assessment, but is not used as the basis for verdicts. It may be helpful for the
evaluator to see dra¥ersions of particular appropriate evaluation evidence,
such as:

a) test documentation, to allow the evaluator to make an early
assessment of tests and test procedures;

b) design documents, to provide the evaluator with background for
understanding the TOE dgs;

C) source code or hardware drawings, to allow the evaluator to assess
the application of the developer's standards.

Draft evaluation evidence is more likely to be encountered where the
evaluation of a TOE is performed concurrently with its development.
However, it may also be encountered during the evaluation of an already
developed TOE where the developer has had to perform additional work to
address a problem identified by the evaluator (e.g. to correct an error in
design or implementation) or to plide evaluation evidence of security that

is not provided in the existing documentation (e.g. in the case of a TOE not
originally developed to meet the requirements of the CC).

Management of evaluation evidence sub-task
Configuration control

The evaluatorshall perform configuration control of the evaluation
evidence.

The CC implies that the evaluator is able to identify and locate each item of
evaluation evidence after it has been received and is able to determine
whether a specific version of a documenhighe evaluator's possession.

The evaluatosshall protectthe evaluation evidence from alteration or loss
while it is in the evaluator's possession.
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Disposal

Schemes may wish to control the disposal of evaluation evidence at the
conclusion of an evaluanh. The disposal of the evaluation evidence should
be achieved by one or more of:

a) returning the evaluation evidence;
b) archiving the evaluation evidence;
C) destroying the evaluation evidence.

Confidentiality

An evaluator may have access to sponsor anckloeer commercially
sensitive information (e.g. TOE design information, specialist tools), and
may have access to nationadlgnsitive information during the course of an
evaluation. Schemes may wish to impose requirements for the evaluator to
maintain theconfidentiality of the evaluation evidence. The sponsor and
evaluator may mutually agree to additional requirements as long as these are
consistent with the scheme.

Confidentiality requirements affect many aspects of evaluation work,
including the receipthandling, storage and disposal of evaluation evidence.

Evaluation sub-activities

The evaluation subctivities vary depending whether it is a PP or a TOE
evaluation. Moreover, in the case of a TOE evaluation, theasiNities
depend upon the selectessarance requirements.

Evaluation output task
Objectives

The objective of this Section is to describe the Observation Report (OR) and
the Evaluation Technical Report (ETR). Schemes may require additional
evaluator reports such as reports on individualsumitwork, or may require
additional information to be contained in the OR and the ETR. The CEM
does not preclude the addition of information into these reports as the CEM
specifies only the minimum information content.

Consistent reporting of evaluatioasults facilitates the achievement of the
universal principle of repeatability and reproducibility of results. The
consistency covers the type and the amount of information reported in the
ETR and OR. ETR and OR consistency among different evaluatiohs is t
responsibility of the evaluation authority.

The evaluator performs the two following stasks in order to achieve the
CEM requirements for the information content of reports:

a) write OR subtask (if needed in the context of the evaluation);
b) write ETR sib-task.
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Management of evaluation outputs

The evaluator delivers the ETR to the evaluation authority, as well as any
ORs as they become available. Requirements for controls on handling the
ETR and ORs are established by the scheme which may includerglétive

the sponsor or developer. The ETR and ORs may include sensitive or
proprietary information and may need to be sanitised before they are given to
the sponsor.

Application notes

In this version of the CEM, the requirements for the provision of evaluato
evidence to support +evaluation and reise have not been explicitly stated.
Where information for revaluation or rause is required by the sponsor, the
scheme under which the evaluation is being performed should be consulted.

Write OR sub-task

ORs povide the evaluator with a mechanism to request a clarification (e.g.
from the evaluation authority on the application of a requirement) or to
identify a problem with an aspect of the evaluation.

In the case of a fail verdict, the evaluastvall providean OR to reflect the
evaluation result. Otherwise, the evaluator may use ORs as one way of
expressing clarification needs.

For each OR, the evaluatshall reportthe following:
a) the identifier of the PP or TOE evaluated;

b) the evaluation task/sudictivity during which the observation was
generated,;

C) the observation;

d) the assessment of its severity (e.g. implies a fail verdict, holds up
progress on the evaluation, requires a resolution prior to evaluation
being completed);

e) the identification of the organisah responsible for resolving the
issue;

f) the recommended timetable for resolution;

0) the assessment of the impact on the evaluation of failure to resolve
the observation.

The intended audience of an OR and procedures for handling the report
depend on thaature of the report's content and on the scheme. Schemes may
distinguish different types of ORs or define additional types, with associated
differences in required information and distribution (e.g. evaluation ORs to
evaluation authorities and sponsors).
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Write ETR sub-task
Objectives

The evaluatoshall providean ETR to present technical justification of the
verdicts.

The CEM defines the ETR's minimum content requirement; however,
schemes may specify additional content and specific presentational and
structural requirements. For instance, schemes may require that certain
introductory material (e.g. disclaimers and copyright Chapters) be reported in
the ETR.

The reader of the ETR is assumed to be familiar with general concepts of
information security, the C, the CEM, evaluation approaches and IT.

The ETR supports the evaluation authority to confirm that the evaluation was
done to the required standard, but it is anticipated that the documented results
may not provide all of the necessary information, satiacl information
specifically requested by the scheme may be necessary. This aspect is
outside the scope of the CEM.

ETR for a PP Evaluation

This Section describes the minimum content of the ETR for a PP evaluation.
The contents of the ETR are portrayedrigure4; this figure may be used as
a guide when constructing the structural outline of the ETR document.
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Evaluation Technical Report

Introduction

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 4 - ETR information content for a PP evaluation

Introduction
The evaluatoshall reportevaluation scheme identifiers.

Evaluation scheme identifiers (e.g. logos) are the information required to
unambiguously identify the scheme responsible for the evaluation oversight.

The evaluatoshall reportETR configuration control identifiers.

The ETR onfiguration control identifiers contain information that identifies
the ETR (e.g. name, date and version number).

The evaluatoshall reportPP configuration control identifiers.

PP configuration control identifiers (e.g. name, date and version numéer) ar
required to identify what is being evaluated in order for the evaluation
authority to verify that the verdicts have been assigned correctly by the
evaluator.

The evaluatoshall reportthe identity of the developer.

The identity of the PP developer igjuered to identify the party responsible
for producing the PP.
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The evaluatoshall reportthe identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for
providing evaluation evidence to the evaluator.

The evaluair shall reportthe identity of the evaluator.

The identity of the evaluator is required to identify the party performing the
evaluation and responsible for the evaluation verdicts.

Evaluation

The evaluatorshall report the evaluation methods, techniquésols and
standards used.

The evaluator references the evaluation criteria, methodology and
interpretations used to evaluate the PP.

The evaluatoshall reportany constraints on the evaluation, constraints on
the handling of evaluation results and assuomgst made during the
evaluation that have an impact on the evaluation results.

The evaluator may include information in relation to legal or statutory
aspects, organisation, confidentiality, etc.

Results of the evaluation

The evaluatorshall report a verdct and a supporting rationale for each
assurance component that constitutes APE activity, as a result of
performing the corresponding CEM action and its constituent work units.

The rationale justifies the verdict using the @& CEM, any interpretations

and the evaluation evidence examined and shows how the evaluation
evidence does or does not meet each aspect of the criteria. It contains a
description of the work performed, the method used, and any derivation of
results. Theationale may provide detail to the level of a CEM work unit.

Conclusions and recommendations

The evaluatoshall reportthe conclusions of the evaluation, in particular the
overall verdict as defined in CC Part 1 Chaft8r Evaluation resultsand
determined by application of the verdict assignment describ2@ ia

The evaluator provides recommendations that may be useful for the
evaluation authority. These recommendations may includdgcsimangs of

the PP discovered during the evaluation or mention of features which are
particularly useful.
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List of evaluation evidence

The evaluatoshall reportfor each item of evaluation evidence the following
information:

- the issuing body (e.g. theddoper, the sponsor);

- the title;

- the unique reference (e.g. issue date and version number).

List of acronyms/Glossary of terms

The evaluatoshall reportany acronyms or abbreviations used in the ETR.

Glossary definitions already defined by the CC &MCneed not be repeated
in the ETR.

Observation reports

The evaluatoshall reporta complete list that uniquely identifies the ORs
raised during the evaluation and their status.

For each OR, the list should contain its identifier as well as its titlebaeh
summary of its content.

ETR for a TOE Evaluation

This Section describes the minimum content of the ETR for a TOE
evaluation. The contents of the ETR are portrayed in Figuthis figure
may be used as a guide when constngcthe structural outline of the ETR
document.
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Figure 5 - ETR information content for a TOE evaluation

85531 Introduction

113 The evaluatoshall reportevaluation scheme identifiers.

114 Evaluation scheme identifiers (e.g. logos) are therin&dion required to
unambiguously identify the scheme responsible for the evaluation oversight.

115 The evaluatoshall reportETR configuration control identifiers.

116 The ETR configuration control identifiers contain information that identifies

the ETR (e.g. mae, date and version number).
117 The evaluatoshall reportST and TOE configuration control identifiers.

118 ST and TOE configuration control identifiers identify what is being
evaluated in order for the evaluation authority to verify that the verdicts have
beenassigned correctly by the evaluator.

119 If the ST claims that the TOE conforms to the requirements of one or more
PPs, the ETR shall report the reference of the corresponding PPs.

July 2009 Version3.1 Page33of 425



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































