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Foreword

This version of the Common Criteria for Information Technology Security Evaluation (CC
v3.1) is the first major revision since being published as CC v2.3 in 2005.

CC V3.1 aims to: eliminate redundant evaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CC terminology to reduce
misunderstanding; restructure and refocus the evaluation actitotidsose areas where
security assurance is gained; and add new CC requirements if needed.

CC version3.1 consists of the following parts:

- Part 1: Introduction and general model

- Part 2: Security functional compents

- Part 3: Security assurance components

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corporation in the United States
and other countries
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1

Introduction

Introduction

Security assurance compotgmas defined in this CC Part 3, are the basis for
the security assurance requirements expressed in a Protection Profile (PP) or
a Security Target (ST).

These requirements establish a standard way of expressing the assurance
requirements for TOEs. This CRart 3 catalogues the set of assurance
components, families and classes. This CC Part 3 also defines evaluation
criteria for PPs and STs and presents evaluation assurance levels that define
the predefined CC scale for rating assurance for TOEs, whichlléd ahe
Evaluation Assurance Levels (EALS).

The audience for this CC Part 3 includes consumers, developers, and
evaluators of secure IT products. CC Part 1 Chapterovides additional
information on the target audience of theé,@nd on the use of the CC by the
groups that comprise the target audience. These groups may use this part of
the CC as follows:

a) Consumers, who use this CC Part 3 when selecting components to
express assurance requirements to satisfy the security vegecti
expressed in a PP or ST, determining required levels of security
assurance of the TOE.

b) Developers, who respond to actual or perceived consumer security
requirements in constructing a TOE, reference this CC Part 3 when
interpreting statements of assuca requirements and determining
assurance approaches of TOEs.

C) Evaluators, who use the assurance requirements defined in this part of
the CC as mandatory statement of evaluation criteria when
determining the assurance of TOEs and when evaluating PPs and
STs.
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Scope

This CC Part 3 defines the assurance requirements of the CC. It includes the
evaluation assurance levels (EALs) that define a scale for measuring
assurance for component TOEs, the composed assurance packages (CAPs)
that define a scale for measg assurance for composed TOEs, the
individual assurance components from which the assurance levels and
packages are composed, and the criteria for evaluation of PPs and STs.
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Normative references

Normative references

The following referenced documents are indispensable éoapiplication of

this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including
any amendments) applies.

[CC-1]

[CC-2]

Pagel2 of 232

Common Criteria for Information Technology
Security Evalation, Version 3.1, revision 3, July
2009. Part 1: Introduction and general model.

Common Criteria for Information Technology
Security Evaluation, Version 3.1, revision 3, July
2009. Part 2: Functional security components.
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Terms and definitions, symbolsand abbreviated terms

4 Terms and definitions, symbols and
abbreviated terms

6 For the purposes of this document, the terms, definitions, symbols and
abbreviated terms given in CC Part 1 apply.
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5.1

10

11

12

13

14

15

16

17

Overview

Overview

Organisation of CC Part 3

Chapter6 describes the paradigused in the security assurance requirements
of CC Part 3.

Chapter 7 describes the presentation structure of the assurance classes,
families, components, evaluation assurance levels along with their
relationslips, and the structure of the composed assurance packages. It also
characterises the assurance classes and families found in Ch8ptemigh

17.

Chapter8 provides detailed definitions of the EALS.
Chapter9 provides detailed definitions of the CAPs.

Chapters10 through 17 provide the detailed definitions of the CC Part 3
assurance classes.

Annex A provides further explanatiorssid examples of the concepts behind
the Development class.

Annex B provides an explanation of the concepts behind composed TOE
evaluations and the Composition class.

Annex C provides a sumary of the dependencies between the assurance
components.

Annex D provides a cross reference between PPs and the families and
components of thAPE class.

Annex E provides a arss reference between the EALs and the assurance
components.

Annex F provides a cross reference between the CAPs and the assurance
components.
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Assurance paradigm

The purpose of this Chapter is to document the philosophy that umslénpi

CC approach to assurance. An understanding of this Chapter will permit the
reader to understand the rationale behind the CC Part 3 assurance
requirements.

CC philosophy

The CC philosophy is that the threats to security and organisational security
paicy commitments should be clearly articulated and the proposed security
measures be demonstrably sufficient for their intended purpose.

Furthermore, measures should be adopted that reduce the likelihood of
vulnerabilities, the ability to exercise (i.e. tentionally exploit or
unintentionally trigger) a vulnerability, and the extent of the damage that
could occur from a vulnerability being exercised. Additionally, measures
should be adopted that facilitate the subsequent identification of
vulnerabilities ad the elimination, mitigation, and/or notification that a
vulnerability has been exploited or triggered.

Assurance approach

The CC philosophy is to provide assurance based upon an evaluation (active
investigation) of the IT product that is to be trustédaluation has been the
traditional means of providing assurance and is the basis for prior evaluation
criteria documents. In aligning the existing approaches, the CC adopts the
same philosophy. The CC proposes measuring the validity of the
documentation rad of the resulting IT product by expert evaluators with
increasing emphasis on scope, depth, and rigour.

The CC does not exclude, nor does it comment upon, the relative merits of
other means of gaining assurance. Research continues with respect to
alterndive ways of gaining assurance. As mature alternative approaches

emerge from these research activities, they will be considered for inclusion

in the CC, which is so structured as to allow their future introduction.

Significance of vulnerabilities

It is assimed that there are threat agents that will actively seek to exploit
opportunities to violate security policies both for illicit gains and for well
intentioned, but nonetheless insecure actions. Threat agents may also
accidentally trigger security vulneriéibes, causing harm to the organisation.
Due to the need to process sensitive information and the lack of availability
of sufficiently trusted products, there is significant risk due to failures of IT.

It is, therefore, likely that IT security breachesiltl lead to significant loss.

IT security breaches arise through the intentional exploitation or the
unintentional triggering of vulnerabilities in the application of IT within
business concerns.
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6.2.2

26

6.2.3

27

Assurance paradigm

Steps should be taken to prevent vulnerabilities arisii§ products. To the
extent feasible, vulnerabilities should be:

a) eliminated -- that is, active steps should be taken to expose, and
remove or neutralise, all exercisable vulnerabilities;

b) minimised -- that is, active steps should be taken to reduce, to an
acceptable residual level, the potential impact of any exercise of a
vulnerability;

C) monitored-- that is, active steps should be taken to ensure that any
attempt to exercise a residual vulnerability will be detected so that
steps can be taken to limitetldamage.

Cause of vulnerabilities
Vulnerabilities can arise through failures in:

a) requirements- that is, an IT product may possess all the functions
and features required of it and still contain vulnerabilities that render
it unsuitable or ineffectivavith respect to security;

b) development- that is, an IT product does not meet its specifications
and/or vulnerabilities have been introduced as a result of poor
development standards or incorrect design choices;

C) operation-- that is, an IT product has &e constructed correctly to a
correct specification but vulnerabilities have been introduced as a
result of inadequate controls upon the operation.

CC assurance

Assurance is grounds for confidence that an IT product meets its security
objectives. Assuramc can be derived from reference to sources such as
unsubstantiated assertions, prior relevant experience, or specific experience.
However, the CC provides assurance through active investigation. Active
investigation is an evaluation of the IT product ierto determine its
security properties.
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Assurance paradigm

6.2.4 Assurance through evaluation
28 Evaluation has been the traditional means of gaining assurance, and is the
basis of the CC approach. Evaluation techniques can include, but are not
limited to:
a) analysis and checking process(es) and procedure(s);
b) checking that process(es) and procedure(s) are being applied;
C) analysis of the correspondence between TOE design representations;
d) analysis of the TOE design representation against the requirements;
e) verification of proofs;
f) analysis of guidance documents;
0) analysis of functional tests developed and the results provided;
h) independent functional testing;
) analysis for vulnerabilities (including flaw hypothesis);
)] penetration testing.
6.3 The CC evaluation assurance scale
29 The CCphilosophy asserts that greater assurance results from the application

of greater evaluation effort, and that the goal is to apply the minimum effort
required to provide the necessary level of assurance. The increasing level of
effort is based upon:

a)

b)

July 2009

scope-- that is, the effort is greater because a larger portion of the IT
product is included;

depth-- that is, the effort is greater because it is deployed to a finer
level of design and implementation detail;

rigour -- that is, the effort is greater besauit is applied in a more
structured, formal manner.
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Security assurance components

7 Security assurance components

7.1 Security assurance classes, families and components
structure

30 The following Sections describe the constructs used in representing the

assurance classes, families, and congmts.

31 Figure 1 illustrates the SARs defined in this CC Part 3. Note that the most
abstract collection of SARs is referred to as a class. Each class contains
assurance families, which then contain assurance componentf, iwhurn
contain assurance elements. Classes and families are used to provide a
taxonomy for classifying SARs, while components are used to specify SARs

in a PP/ST.
7.1.1 Assurance class structure
32 Figurelillustrates the assance class structure.
7.1.1.1 Class name
33 Each assurance class is assigned a unique name. The name indicates the

topics covered by the assurance class.

34 A unique short form of the assurance class name is also provided. This is the
primary means for referencing thesarance class. The convention adopted
is an AAO0 followed by two |l etters rela
7.1.1.2 Class introduction
35 Each assurance class has an introductory Section that describes the
composition of the class and contains supportive text covering tenat iof
the class.
7.1.1.3 Assurance families
36 Each assurance class contains at least one assurance family. The structure of

the assurance families is described in the following Section.
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7.1.2
37
7.1.2.1

38

39

July 2009

Common criteria assurance requirements

Assurance class -

Class name
[

Class introduction
[

Assurance family

Family name
I
Objectives
[
Component levelling
|

Application notes

[
Assurance componem
[ Component identification
T

Objectives
T

|

| Application notes
T

|

Dependencies
;

Assurance element
[
[

Figure 1 - Assurance class/family/component/elemetierarchy

Assurance family structure
Figurelillustrates the assurance family structure.

Family name

Every assurance family is assigned a unique name. The name provides
descriptive information about the topics coveredtly assurance family.

Each assurance family is placed within the assurance class that contains other
families with the same intent.

A unique short form of the assurance family name is also provided. This is
the primary means used to reference the assurfanaé. The convention
adopted is that the short form of the class name is used, followed by an
underscore, and then three letters related to the family name.
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46
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Objectives

The objectives Section of the assurance family presents the intent of the
assuranceamily.

This Section describes the objectives, particularly those related to the CC
assurance paradigm, that the family is intended to address. The description
for the assurance family is kept at a general level. Any specific details
required for objectivesare incorporated in the particular assurance
component.

Component levelling

Each assurance family contains one or more assurance components. This
Section of the assurance family describes the components available and
explains the distinctions between thelts main purpose is to differentiate
between the assurance components once it has been determined that the
assurance family is a necessary or useful part of the SARs for a PP/ST.

Assurance families containing more than one component are levelled and
rationale is provided as to how the components are levelled. This rationale is
in terms of scope, depth, and/or rigour.

Application notes

The application notes Section of the assurance family, if present, contains
additional information for the assurance famirhis information should be

of particular interest to users of the assurance family (e.g. PP and ST authors,
designers of TOEs, evaluators). The presentation is informal and covers, for
example, warnings about limitations of use and areas where speightion

may be required.

Assurance components

Each assurance family has at least one assurance component. The structure
of the assurance components is provided in the following Section.

Assurance component structure

Figure2 illustrates the assurance component structure.
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7.1.3.1

48

49

50

7.1.3.2

51

7.1.3.3

52
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Assurance | *
component _Component
identification
Objectives
Application
] notes
Dependencies
Assurance

elements

Figure 2 - Assurance component structure

The relationship between components within a family is highlighted using a
bolding convention. Those parts of the requirememas are new, enhanced

or modified beyond the requirements of the previous component within a
hierarchy are bolded.

Component identification

The component identification Section provides descriptive information
necessary to identify, categorise, registad eeference a component.

Every assurance component is assigned a unigue name. The name provides
descriptive information about the topics covered by the assurance
component. Each assurance component is placed within the assurance family
that shares its sedty objective.

A unique short form of the assurance component name is also provided. This
is the primary means used to reference the assurance component. The
convention used is that the short form of the family name is used, followed
by a period, and tmea numeric character. The numeric characters for the
components within each family are assigned sequentially, starting from 1.

Objectives

The objectives Section of the assurance component, if present, contains
specific objectives for the particular asswza component. For those
assurance components that have this Section, it presents the specific intent of
the component and a more detailed explanation of the objectives.

Application notes

The application notes Section of an assurance component, if present,
contains additional information to facilitate the use of the component.
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7.1.34 Dependencies

53 Dependencies among assurance components arise when a component is not
selfsufficient, and relies upon the presence of another component.

54 Each assurance component progidecomplete list of dependencies to other
assurance component s. Some component s
indicate that no dependencies have been identified. The components
depended upon may have dependencies on other components.

55 The dependency lisdentifies the minimum set of assurance components
which are relied upon. Components which are hierarchical to a component in
the dependency list may also be used to satisfy the dependency.

56 In specific situations the indicated dependencies might not bieapp. The
PP/ST author, by providing rationale for why a given dependency is not
applicable, may elect not to satisfy that dependency.

7.1.3.5 Assurance elements

57 A set of assurance elements is provided for each assurance component. An
assurance element is a gety requirement which, if further divided, would
not yield a meaningful evaluation result. It is the smallest security
requirement recognised in the CC.

58 Each assurance element is identified as belonging to one of the three sets of
assurance elements:

a) Developer action elements: the activities that shall be performed by
the developer. This set of actions is further qualified by evidential
material referenced in the following set of elements. Requirements
for developer actions are identified by appendirgthl et t er A DO t
element number.

b) Content and presentation of evidence elements: the evidence
required, what the evidence shall demonstrate, and what information
the evidence shall convey. Requirements for content and presentation

of evidence are ideritii ed by appending the | ett
number.
C) Evaluator action elements: the activities that shall be performed by

the evaluator. This set of actions explicitly includes confirmation that

the requirements prescribed in the content and presantati

evidence elements have been met. It also includes explicit actions and
analysis that shall be performed in addition to that already performed

by the developer. Implicit evaluator actions are also to be performed

as a result of developer action elertsewhich are not covered by

content and presentation of evidence requirements. Requirements for
evaluator actions are identified b
element number.
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62

7.1.5

63

64
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The developer actions and content and presentation of evidence define the
assurance requirements that are used to represent a developer's
responsibilities in demonstrating assurance in the TOE meeting the SFRs of
a PP or ST.

The evaluator actions define the evaluator's responsibilities in the two
aspects of evaluation. The firgtspect is validation of the PP/ST, in
accordance with the class@$®E and ASE in ChaptersAPE: Protection
Profile evaluatiorandASE: Security Target evaluatiomhe secona@spect is
verification of the TOE's conformance with its SFRs and SARs. By
demonstrating that the PP/ST is valid and that the requirements are met by
the TOE, the evaluator can provide a basis for confidence that the TOE in its
operational environment sas the defined security problem.

The developer action elements, content and presentation of evidence
elements, and explicit evaluator action elements, identify the evaluator effort
that shall be expended in verifying the security claims made in the ®i€ of
TOE.

Assurance elements

Each element represents a requirement to be met. These statements of
requirements are intended to be clear, concise, and unambiguous. Therefore,
there are no compound sentences: each separable requirement is stated as an
individual element.

Component taxonomy

This CC Part 3 contains classes of families and components that are grouped
on the basis of related assurance. At the start of each class is a diagram that
indicates the families in the class and the components in eacly.famil

Family 1 1 2 3

Figure 3 - Sample class decomposition diagram

In Figure3, above, the class as shown contains a single family. The family
contains three components that are linearly hierarchical (i.e. comp2nent
requires more than component 1, in terms of specific actions, specific
evidence, or rigour of the actions or evidence). The assurance families in this
CC Part 3 are all linearly hierarchical, although linearity is not a mandatory
criterion for assurandamilies that may be added in the future.
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EAL structure

Figure4 illustrates the EALs and associated structure defined in this CC Part
3. Note that while the figure shows the contents of the assurance
components, it is intendetat this information would be included in an EAL

by reference to the actual components defined in the CC.

Part 3 Assurance levels

Evaluation assurance level

EAL name

Objectives
[

Application notes
I

Assurance component s
(Component identification;
| Objectives
L — Bbieclives
F AT T T T
L _ Application notes

- - 4O = = =
_ _ Dependencies |
r— = = = —= =1
-
| Assurance element |
L - - — _— _— | I I
L 4
Lo 4

[

|

Figure 4 - EAL structure

EAL name

Each EAL is assigned a unique name. The name provides descriptive
information about thentent of the EAL.

A unique short form of the EAL name is also provided. This is the primary
means used to reference the EAL.

Objectives

The objectives Section of the EAL presents the intent of the EAL.
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7.2.5

72

July 2009

Application notes

The application notes Section bt EAL, if present, contains information of
particular interest to users of the EAL (e.g. PP and ST authors, designers of
TOEs targeting this EAL, evaluators). The presentation is informal and
covers, for example, warnings about limitations of use ands andeere
specific attention may be required.

Assurance components
A set of assurance components have been chosen for each EAL.

A higher level of assurance than that provided by a given EAL can be
achieved by:

a) including additional assurance components frother assurance
families; or
b) replacing an assurance component with a higher level assurance

component from the same assurance family.
Relationship between assurances and assurance levels

Figure 5 illustrates the relationshipetween the SARs and the assurance
levels defined in the CC. While assurance components further decompose
into assurance elements, assurance elements cannot be individually
referenced by assurance levels. Note that the arrow in the figure represents a
reference from an EAL to an assurance component within the class where it
is defined.
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Part 3 Assurance I‘qulil'ements Part 3 Assurance levels

Assurance class L

‘ Class name ‘
I

‘ Class introduction ‘
I Evaluation assurance level [

Assurance family 1

EAL name
Family name [

l Objectives
Objectives T

I Application notes

Component levelling |

| Assurance component
E;‘xlnpgncgilmnﬁuﬁmﬂ
Application notes r 1)}% s _ 3
I [ :\ﬁ]icutinjnics: ]
Assurance component . r @pﬁd@cig 1
[Component identification] B - === u
‘ ()hig‘-clivus | _’/,,/ \L Assurance element J|‘—|
[ Applicu‘ltiun notes | "’/ LLiiiiiiJJ
\ Dependencies | :

[
Assurance element —H

Figure 5 - Assurance and assurance level association

7.3 CAP structure

73 The structure of the CAPs is similar to that of the EALs. The main difference
between these two types of package is the type of TOE they apply to; the
EALs applying to component TOEs and the CAPs applying to composed
TOEs.

74 Figureé illustrates the CAPs and associated structure defined in this CC Part
3. Note that while the figure shows the contents of the assurance
components, it is intended that this information would be included in a CAP
by reference to the actual components defined in the CC.
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Part 3 Assurance Packages

Composed Assurance Package

CAP name

Objectives

Application Notes

Assurance Component =

=

=
| Component Identification }
. | —
I Component Identification

1
|
|
i P!
i Component Identification |
|
|
|

[
| Component Identification

| Component Identification

iR
I||

= 3

Figure 6 - CAP structure

CAP name

Eadh CAP is assigned a unique name. The name provides descriptive
information about the intent of the CAP.

A unique short form of the CAP name is also provided. This is the primary
means used to reference the CAP.

Objectives
The objectives Section of the CAdeesents the intent of the CAP.
Application notes

The application notes Section of the CAP, if present, contains information of
particular interest to users of the CAP (e.g. PP and ST authors, integrators of
composed TOEs targeting this CAP, evaluatorshe Tpresentation is
informal and covers, for example, warnings about limitations of use and
areas where specific attention may be required.
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Assurance components
A set of assurance components have been chosen for each CAP.

Some dependencies identify theiates performed during the evaluation of

the dependent component on which the composed TOE activity relies. Where
it is not explicitly identified that the dependency is on a dependent
component activity, the dependency is to another evaluation activityeo
composed TOE.

A higher level of assurance than that provided by a given CAP can be
achieved by:

a) including additional assurance components from other assurance
families; or
b) replacing an assurance component with a higher level assurance

component fron the same assurance family.

The ACO: Composition components included in the CAP assurance
packages should not be used as augmentations for component TOE
evaluations, as this would provide no meaningful assurance for the
component.

Relationship between assurances and assurance levels

Figure 7 illustrates the relationship between the SARs and the composed
assurance packages defined in the CC. While assurance components further
decompose into assurance elementssurasice elements cannot be
individually referenced by assurance packages. Note that the arrow in the
figure represents a reference from a CAP to an assurance component within
the class where it is defined.
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Figure 7 - Assurance am composed assurance package association
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