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Foreword

This version of the Common Criteria for Information Technology Security Evaluation (CC
v3.1) is the first major revision since being published as CC v2.3 in 2005.

CC V3.1 aims to: eliminate redundant evaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CC terminology to reduce
misunderstanding; restructure and refocus the evaluation actitotidsose areas where
security assurance is gained; and add new CC requirements if needed.

CC version3.1 consists of the following parts:

- Part 1: Introduction and general model

- Part 2: Security functional compents

- Part 3: Security assurance components

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corporation in the United States
and other countries
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Introduction

1

July 2009

Introduction

Security functional components, as defined in this CC Part 2, are the basis
for the securi functional requirements expressed in a Protection Profile
(PP) or a Security Target (ST). These requirements describe the desired
security behaviour expected of a Target of Evaluation (TOE) and are
intended to meet the security objectives as statedRP &r an ST. These
requirements describe security properties that users can detect by direct
interaction (i.e. inputs, outputs) with the IT or by the IT response to stimulus.

Security functional components express security requirements intended to
counterthreats in the assumed operating environment of the TOE and/or
cover any identified organisational security policies and assumptions.

The audience for this CC Part 2 includes consumers, developers, and
evaluators of secure IT products. CC Part 1 Chapterovides additional
information on the target audience of the CC, and on the use of the CC by the
groups that comprise the target audience. These groups may use this part of
the CC as follows:

a) Consumers, who use this CC Part 2 wheredilg components to
express functional requirements to satisfy the security objectives
expressed in a PP or ST. CC Part 1 Sectiprovides more detailed
information on the relationship between security objectives and
security rguirements.

b) Developers, who respond to actual or perceived consumer security
requirements in constructing a TOE, may find a standardised method
to understand those requirements in this part of the CC. They can also
use the contents of this part of the @Ea basis for further defining
the TOE security functionality and mechanisms that comply with
those requirements.

C) Evaluators, who use the functional requirements defined in this part
of the CC in verifying that the TOE functional requirements
expressedn the PP or ST satisfy the IT security objectives and that
all dependencies are accounted for and shown to be satisfied.
Evaluators also should use this part of the CC to assist in determining
whether a given TOE satisfies stated requirements.
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Scope

2 Scope

4 This part of the CC defines the required structure and content of security
functional components for the purpose of security evaluation. It includes a
catalogue of functional components that will meet the common security
functionality requirements of many ITguucts.
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Normative references

3 Normative references

5 The following referenced documents are indispensable for the application of
this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including
any amendments) applies.

[CC] Common Criteria for Information Technology
Security Evaluation, Version 3.1, revision 3, July
2009. Part 1: Introduction and general model.
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4 Terms and definitions, symbols and
abbreviated terms

6 For the purposes of this documetihe terms, definitions, symbols and
abbreviated terms given in CC Part 1 apply.
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5 Overview

7 The CC and the associated security functional requirements described herein
are not meant to be a definitive answer to all the problems of IT security.
Rather, the C offers a set of well understood security functional
requirements that can be used to create trusted products reflecting the needs
of the market. These security functional requirements are presented as the
current state of the art in requirements spediiioc and evaluation.

8 This part of the CC does not presume to include all possible security
functional requirements but rather contains those that are known and agreed
to be of value by the CC Part 2 authors at the time of release.

9 Since the understandirapd needs of consumers may change, the functional
requirements in this part of the CC will need to be maintained. It is
envisioned that some PP/ST authors may have security needs not (yet)
covered by the functional requirement components in CC Part hoset
cases the PP/ST author may choose to consider using functional
requirements not taken from the CC (referred to as extensibility), as
explained in annexes andB of CC Part 1.

5.1 Organisation of CC Part 2

10 Chapter 6 describes the paradigm used in the security functional
requirements of CC Part 2.

11 Chapter7 introduces the catogue of CC Part 2 functional components while
chapters8 through18 describe the functional classes.

12 Annex A provides explanatory information for potential usesk the
functional components including a complete cross reference table of the
functional component dependencies.

13 Annex B throughM provide the explanatory information for the functional
classes. This material sube seen as normative instructions on how to
apply relevant operations and select appropriate audit or documentation
information; the use of the auxiliary verb should means that the instruction is
strongly preferred, but others may be justifiable. Whikfferent options are
given, the choice is left to the PP/ST author.

14 Those who author PPs or STs should refer to chapter 2 of CC Part 1 for
relevant structures, rules, and guidance:

a) CC Part 1, chaptefdefines the terms used in t6€.
b) CC Part 1, anne& defines the structure for STs.

C) CC Part 1, anneR defines the structure for PPs.
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Functional requirements paradigm

This chapter describeshe paradigm used in the security functional
requirements of this part of the CC. Key concepts discussed are highlighted
in bold/italics. This section is not intended to replace or supersede any of the
terms found in CC Part 1, chapter

This part of the CC is a catalogue of security functional components that can
be specified for &arget of Evaluation (TOE). A TOE is a set of software,
firmware and/or hardware possibly accompanied by user and administrator
guidance documentatiod TOE may contain resources such as electronic
storage media (e.g. main memory, disk space), peripheral devices (e.qg.
printers), and computing capacity (e.g. CPU time) that can be used for
processing and storing information and is the subject of an elealuat

TOE evaluation is concerned primarily with ensuring that a defined set of
security functional requirements (SFRs)is enforced over the TOE
resources. The SFRs define the rules by which the TOE governs access to
and use of its resources, and thus imfation and services controlled by the
TOE.

The SFRs may define multipl&ecurity Function Policies (SFPs) to
represent the rules that the TOE must enforce. Each such SFP must specify
its scope of contro] by defining the subjects, objects, resources or
information, and operations to which it applies. All SFPs are implemented by
the TSF (see below), whose mechanisms enforce the rules defined in the
SFRs and provide necessary capabilities.

Those portions of a TOE that must be relied on for the correct enfente

of the SFRs are collectively referred to as Ti@E Security Functionality
(TSF). The TSF consists of all hardware, software, and firmware of a TOE
that is either directly or indirectly relied upon for security enforcement.

The TOE may be a monolithjgroduct containing hardware, firmware, and
software.

Alternatively a TOE may be a distributed product that consists internally of
multiple separated parts. Each of these parts of the TOE provides a particular
service for the TOE, and is connected to ttteepparts of the TOE through

an internal communication channel This channel can be as small as a
processor bus, or may encompass a network internal to the TOE.

When the TOE consists of multiple parts, each part of the TOE may have its
own part of the TSRwvhich exchanges user and TSF data over internal
communication channels with other parts of the TSF. This interaction is
called internal TOE transfer. In this case the separate parts of the TSF
abstractly form the composite TSF, which enforces the SFRs.
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23 TOE interfaces may be localised to the particular TOE, or they may allow
interaction with other IT products ovekternal communication channels
These external interactions with other IT products may take two forms:

a) The SFRs of the otttheandittriluest®RKRS To:
have been administratively coordinated and the other trusted IT
product is assumed to enforce its SFRs correctly (e. g. by being
separately evaluated). Exchanges of information in this situation are
calledinter-TSF transfers, asthey are between the TSFs of distinct
trusted products.

b) The other IT product may not be trusted, it may be called an
Auntrusted | T producto. Therefore
their implementation is not viewed as trustworthy. TSF mediated
exchange of information in this situation are callemansfers
outside of the TOE as there is no TSF (or its policy characteristics
are unknown) on the other IT product.

24 The set of interfaces, whether interactive (maachine interface) or
programmatic (appli¢en programming interface), through which resources
are accessed that are mediated by the TSF, or information is obtained from
the TSF, is referred to as tA&F Interface (TSFI). The TSFI defines the
boundaries of the TOE functionality that provide fioe enforcement of the
SFRs.

25 Users are outside of the TOE. However, in order to request that services be
performed by the TOE that are subject to rules defined in the SFRs, users
interact with the TOE through the TSFIs. There are two types of users of
interest to CC Part Zhuman usersandexternal IT entities. Human users
may further be differentiated dgcal human users meaning they interact
directly with the TOE via TOE devices (e.g. workstations), r@mote
human users meaning they interact indirectlwith the TOE through
another IT product.

26 A period of interaction between users and the TSF is referred to as a user
session Establishment of user sessions can be controlled based on a variety
of considerations, for example: user authentication, timeagf thethod of
accessing the TOE, and number of allowed concurrent sessions (per user or
in total).

27 This part of the CC uses the teamthorised to signify a user who possesses
the rights and/or privileges necessary to perform an operation. The term
authorised user therefore, indicates that it is allowable for a user to perform
a specific operation or a set of operations as defined by the SFRs.

28 To express requirements that call for the separation of administrator duties,
the relevant security functional cponents (from familyFMT_SMR)
explicitly state that administrativeles are required. A role is a paefined
set of rules establishing the allowed interactions between a user operating in
that role and the TOE. A TOE maypport the definition of any number of
roles. For example, roles related to the secure operation of a TOE may
include AAudit Administratoro and fAUs
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29 TOEs contairresourcesthat may be used for the processing and storing of
informaion. The primary goal of the TSF is the complete and correct
enforcement of the SFRs over the resources and information that the TOE
controls.

30 TOE resources can be structured and utilised in many different ways.
However, CC Part 2 makes a specific disimrctthat allows for the
specification of desired security properties. All entities that can be created
from resources can be characterised in one of two ways. The entities may be
active, meaning that they are the cause of actions that occur internal to the
TOE and cause operations to be performed on information. Alternatively, the
entities may be passive, meaning that they are either the container from
which information originates or to which information is stored.

31 Active entities in the TOE that perform enations on objects are referred to
assubjects Several types of subjects may exist within a TOE:

a) those acting on behalf of an authorised user (e.g. UNIX processes);

b) those acting as a specific functional process that may in turn act on
behalf of multipe users (e.g. functions as might be found in
client/server architectures); or

C) those acting as part of the TOE itself (e.g. processes not acting on
behalf of a user).

32 CC Part 2 addresses the enforcement of the SFRs over types of subjects as
those listed bove.

33 Passive entities in the TOE that contain or receive information and upon
which subjects perform operations are caldgects In the case where a
subject (an active entity) is the target of an operation (e.g. interprocess
communication), a subjectay also be acted on as an object.

34 Objects can containnformation. This concept is required to specify
information flow control policies as addressed in the FDP class.

35 Users, subjects, information, objects, sessions and resources controlled by
rules in theSFRs may possess certaittributes that contain information
that is used by the TOE for its correct operation. Some attributes, such as file
names, may be intended to be informational or may be used to identify
individual resources while others, suchaazess control information, may
exist specifically for the enforcement of the SFRs. These latter attributes are

gener al | y rsecurgyrattribudesot. o Tehse fwor d attri bt
used as a shorthand in some places of this part of the CC for tlde wor
Asecurity attributeo. However, no mat

attribute information, it may be necessary to have controls on attributes as
dictated by the SFRs.
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Data in a TOE is categorised as either user data or TSF data. Fagpets

this relationshipUser Datais information stored in TOE resources that can

be operated upon by users in accordance with the SFRs and upon which the
TSF places no special meaning. For example, the content of an electronic
mail mesage is user data. TSF Data is information used by the TSF in
making decisions as required by the SFRSF Data may be influenced by
users if allowed by the SFRs. Security attributes, authentication data, TSF
internal status variables used by the ruldsdd in the SFRs or used for the
protection of the TSF and access control list entries are examples of TSF
data.

There are several SFPs that apply to data protection swuattess control
SFPsandinformation flow control SFPs. The mechanisms that implemt

access control SFPs base their policy decisions on attributes of the users,
resources, subjects, objects, sessions, TSF status data and operations within
the scope of control. These attributes are used in the set of rules that govern
operations that fijects may perform on objects.

The mechanisms that implement information flow control SFPs base their
policy decisions on the attributes of the subjects and information within the
scope of control and the set of rules that govern the operations by sobjects
information. The attributes of the information, which may be associated with
the attributes of the container or may be derived from the data in the
container, stay with the information as it is processed by the TSF.

TOE DATA

/

\
{ TSF DATA

Security Attributes

User Attributes

Authentication Object Attributes
USER DATA Data

Subject Attributes

Information Attributes

&

\ AN

Figure 1 - Relationship between user data and TSF data

Two specific types of TSF data addressed by CC Part 2 can be, but are not
necessarily, the same. Theseauthentication dataandsecrets

Authentication data is used to verify the claimed identity of a @sprasting
services from a TOE. The most common form of authentication data is the
password, which depends on being kept secret in order to be an effective
security mechanism. However, not all forms of authentication data need to be
kept secret. Biometricughentication devices (e.g. fingerprint readers, retinal
scanners) do not rely on the fact that the data is kept secret, but rather that the
data is something that only one user possesses and that cannot be forged.
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41 The term secrets, as used in CC PanviiJe applicable to authentication
data, is intended to also be applicable to other types of data that must be kept
secret in order to enforce a specific SFP. For example, a trusted channel
mechanism that relies on cryptography to preserve the confidigntdl
information being transmitted via the channel can only be as strong as the
method used to keep the cryptographic keys secret from unauthorised
disclosure.

42 Therefore, some, but not all, authentication data needs to be kept secret and
some, but not §lsecrets are used as authentication data. Fiysinews this
relationship between secrets and authentication data. In the Figure the types
of data typically encountered in the authentication data and the secrets
sections are indated.

AUTHENTICATION DATA

BIOMETRICS
SMART CARDS

PASSWORDS

CRYPTO VARIABLES
SECRETS

Figure2-Rel ati onship between Aauthenticati
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Security functional components

Overview

This chapter defines the content and presentation of the functional
requirements of the CC, and provides guidanceh® organisation of the
requirements for new components to be included in an ST. The functional
requirements are expressed in classes, families, and components.

Class structure

Figure3 illustrates the functional class strugt in diagrammatic form. Each
functional class includes a class name, class introduction, and one or more
functional families.

Functional
Class

Class
— Name

Class
— Introduction

Functional
Families

A contains B plus a number of C

Figure 3 - Functional class structure

Class name

The class name section provides information necgstaridentify and
categorise a functional class. Every functional class has a unique name. The
categorical information consists of a short name of three characters. The
short name of the class is used in the specification of the short names of the
familiesof that class.

Class introduction

The class introduction expresses the common intent or approach of those
families to satisfy security objectives. The definition of functional classes
does not reflect any formal taxonomy in the specification of the
requirements.

The class introduction provides a figure describing the families in this class
and the hierarchy of the components in each family, as explained in section
7.2
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Family structure

Figure4 illustrates the functional family structure in diagrammatic form.

Functional
Family _| Family name ‘

_| Family behaviour ‘

4| Component levelling ‘
_| Management |
4 Audit ‘

I|
_| Components Lu

Figure 4 - Functional family structure

Family name

The family name section provides categorical and descriptive information
necessary to identify andategorise a functional family. Every functional
family has a unique name. The categorical information consists of a short
name of seven characters, with the first three identical to the short name of
the class followed by an underscore and the short ndntieecfamily as
follows XXX_YYY. The unique short form of the family name provides the
principal reference name for the components.

Family behaviour

The family behaviour is the narrative description of the functional family
stating its security objectivend a general description of the functional
requirements. These are described in greater detail below:

a) The security objectivesf the family address a security problem that
may be solved with the help of a TOE that incorporates a component
of this family;

b) The description of thdéunctional requirementsummarises all the
requirements that are included in the component(s). The description
Is aimed at authors of PPs, STs and functional packages who wish to
assess whether the family is relevant to their sjper@fjuirements.

Component levelling

Functional families contain one or more components, any one of which can
be selected for inclusion in PPs, STs and functional packages. The goal of
this section is to provide information to users in selecting an apatep
functional component once the family has been identified as being a
necessary or useful part of their security requirements.
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This section of the functional family description describes the components
available, and their rationale. The exact detaifsthe components are
contained within each component.

The relationships between components within a functional family may or
may not be hierarchical. A component is hierarchical to another if it offers
more security.

As explained in7.2 the descriptions of the families provide a graphical
overview of the hierarchy of the components in a family.

Management

The managementhapters contain information for the PP/ST authors to
consider as management activities for a given aorapt. The chapters
reference components of the management class (FMT), and provide guidance
regarding potential management activities that may be applied via operations
to those components.

A PP/ST author may select the indicated management componemigyor
include other management requirements not listed to detail management
activities. As such the information should be considered informative.

Audit

The audit requirements contain auditable events for the PP/ST authors to
select, if requirements from tlbassFAU: Security auditare included in the
PP/ST. These requirements include security relevant events in terms of the
various levels of detail supported by the components ofSdwurity audit

data generation (FAU_GENjamily. For example, an audit note might
include actions that are in terms of: Minimauccessful use of the security
mechanism; Basie any use of the security mechanism as well as relevant
information regarding the security attributes involved; Dethit any
configuration changes made to the mechanism, including the actual
configuration values before and after the change.

It should be observed that the categorisation of auditable events is
hierarchical. For example, when Basic Audit Generation isretsiall
auditable events identified as being both Minimal and Basic should be
included in the PP/ST through the use of the appropriate assignment
operation, except when the higher level event simply provides more detall
than the lower level event. When t@iged Audit Generation is desired, all
identified auditable events (Minimal, Basic and Detailed) should be included
in the PP/ST.

In the class=AU: Security audithe rules governing the audit are explained
in more detail.
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Component structure

Figures illustrates the functional component structure.

Component

Component
Identification

Dependencies

Functional
Elements

Figure 5 - Functional component structure

Component identification

The component identification section provides descriptive infoonati
necessary to identify, categorise, register and aefesence a component.
The following is provided as part of every functional component:

A unique nameThe name reflects the purpose of the component.

A short nameA unique short form of the funct@al component name. This
short name serves as the principal reference name for the categorisation,
registration and croggferencing of the component. This short name reflects
the class and family to which the component belongs and the component
number wihin the family.

A hierarchicatto list. A list of other components that this component is
hierarchical to and for which this component can be used to satisfy
dependencies to the listed components.

Functional elements

A set of elements is provided for eadomponent. Each element is
individually defined and is sefontained.

A functional element is a security functional requirement that if further
divided would not yield a meaningful evaluation result. It is the smallest
security functional requirement idtfied and recognised in the CC.

When building packages, PPs and/or STs, it is not permitted to select only
one or more elements from a component. The complete set of elements of a
component must be selected for inclusion in a PP, ST or package.
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A unique short form of the functional element name is provided. For
example the requirement name FDP_IFF.4.2 reads as followsinEtional

requirement, DRcl ass fAUser datfhamirloy et nboiom
fl ow cont r ol-4tH acomporient oame 0 Par4t i al el i
il 1icit inf o2ndaléemerdofthd doroporerd., . 2

Dependencies

Dependencies among functional components arise when a component is not
self sufficient and relies upon the functionality of, or interaction with,
anothercomponent for its own proper functioning.

Each functional component provides a complete list of dependencies to other
functional and assurance
dependenci eso. The component s
dependenceon other components. The list provided in the components will
be the direct dependencies. That is only references to the functional
requirements that are required for this requirement to perform its job
properly. The indirect dependencies, that is theeddencies that result from

the depended upon components can be found in AAneixthis part of the

CC. It is noted that in some cases the dependency is optional in that a
number of functioal requirements are provided, where each one of them
would be sufficient to satisfy the dependency (see for exaRpkR UIT.1

Data exchange integrity

The dependency list identifies the minimum functional or assurance
components needeto satisfy the security requirements associated with an
identified component. Components that are hierarchical to the identified
component may also be used to satisfy the dependency.

The dependencies indicated in CC Part 2 are normative. They must be
saisfied within a PP/ST. In specific situations the indicated dependencies
might not be applicable. The PP/ST author, by providing the rationale why it
is not applicable, may leave the depended upon component out of the
package, PP or ST.

Component catalogue

The grouping of the components in this part of the CC does not reflect any
formal taxonomy.

This part of the CC contains classes of families and components, which are
rough groupings on the basis of related function or purpose, presented in
alphabetic ordr. At the start of each class is an informative diagram that
indicates the taxonomy of each class, indicating the families in each class
and the components in each family. The diagram is a useful indicator of the
hierarchical relationship that may exigtlveen components.

In the description of the functional components, a section identifies the
dependencies between the component and any other components.
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76 In each class a figure describing the family hierarchy similar to Figuse
provided. In Figures the first family, Family 1, contains three hierarchical
components, where component 2 and component 3 can both be used to
satisfy dependencies on component 1. Component 3 is hierarchical to
component 2 andan also be used to satisfy dependencies on component 2.

Class Name

Family 1 IlH2H3
—
ami
-
A T 2 N
Family 3 1 — 14
3
Figure 6 - Sample class decomposition diagram
77 In Family 2 there are three components not all of which are hierarchical.

Components 1 and 2 are hierarchical to no othermpooents. Component 3
is hierarchical to component 2, and can be used to satisfy dependencies on
component 2, but not to satisfy dependencies on component 1.

78 In Family 3, components 2, 3, and 4 are hierarchical to component 1.
Components 2 and 3 are bothetarchical to component 1, but ron
comparable. Component 4 is hierarchical to both component 2 and

component 3.

79 These diagrams are meant to complement the text of the families and make

identification

of the relationships easier.

They do not replace the

AHirarchi cal to: 0 note in each compone
hierarchy for each component.

7.2.1 Component changes highlighting

80 The relationship between components within a family is highlighted using a

bolding convention. This bolding convention calts the bolding of all new

requirements. For hierarchical components, requirements are bolded when
they are enhanced or modified beyond the requirements of the previous
component. In addition, any new or enhanced permitted operations beyond

the previous cmponent are also highlighted usibgld type.
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8 Class FAU: Security audit

81 Security auditing involves recognising, recording, storing, and analysing
information related to security relevant activities (i.e. activities controlled by
the TSF). The resulting aitdecords can be examined to determine which
security relevant activities took place and whom (which user) is responsible

for them.
FAU ARP: Security audit automatic response 1
1
FAU GEN: Security audit data generation <
2
1
FAU SAA: Security audit analysis 2
3 4
1
FAU SAR: Security audit review 2
3
FAU SEL: Security audit event selection 1
1 2
FAU STG: Security audit event storage <
3 4

Figure 7 - FAU: Security audit class decomposition
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8.1 Security audit automatic response (FAU_ARP)
Family Behaviour

82 This family defines the response to be taken in case of detected events
indicative of a potential security violation.

Component levelling

FAU ARP: Security audit automatic response 1

83 At FAU_ARP.1 Security alarmsthe TSF shall take actions in case a
potential gcurity violation is detected.

Management: FAU_ARP.1

84 The following actions could be considered for the management functions in
FMT:

a) the management (addition, removal, or modification) of actions.
Audit: FAU_ARP.1

85 The following actions should be auditalld~AU_GEN Security audit data
generation is included in the PP/ST:

a) Minimal: Actions taken due to potential security violations.
FAU_ARP.1 Security alarms

Hierarchical to: No other components.

Dependencies: FAU_SAA.1 Potential violation analysis

FAU_ARP.1.1 The TSF shall take [assignmentlist of action§ upon detection of a
potential security violation.
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Security audit data generation (FAU_GEN)
Family Behaviour

This family defines requirements for recording the occurrence of security
relevant events that take place under TSF control. This family identifies the
level of auditing, enumerates the types of events that shall be auditable by
the TSF, anddentifies the minimum set of audlated information that
should be provided within various audit record types.

Component levelling

FAU GEN: Security audit data generation <

FAU_GEN.1 Audit data generatiatefines the level of auditable events, and
specifies the list of da that shall be recorded in each record.

At FAU_GEN.2 User identity associatiothe TSF shall associate auditable
events to individual user identities.

Management: FAU_GEN.1, FAU_GEN.2
There are no management activities foreseen.
Audit: FAU_GEN.1, FAU_GEN.2

There are no auditable events foreseen.
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FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stgm

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following
auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one afinimum,
basic, detailed, not specifi¢devel of audit; and

C) [assignment:other specifically defined auditable eveits

FAU_GEN.1.2 The TSF shall record within each audit record at least the following
information:

a) Date and time of the event, type of event, subjedtentity (if
applicable), and the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment:other audit relevant informatioh

FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1  For audit events resulting from actions of identified users, the TSF shall

be able to associate each auditable event with the identity of the user
that caused the event.
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Security audit analysis (FAU_SAA)
Family Behaviour

This family defines requirements for automated means that analyse system
activity and audit data looking for possible or real security violations. This
analysis may work in support of intrusion detection, or automasigonse to

a potential security violation.

The actions to be taken based on the detection can be specified using the
Security audit automatic response (FAU_ARdily as desired.

Component levelling

FAU SAA: Security audit analysis 2

In FAU_SAA.1 Potential violation analysibasic threshold detection on the
basis of a fixed rule set is required.

In FAU_SAA.2 Profile based anomaly detectiothe TSF maintains
individual profiles of system usage, where a profile representiistarical
patterns of usage performed by members of the profile target group. A
profile target group refers to a group of one or more individuals (e.g. a single
user, users who share a group ID or group account, users who operate under
an assigned role,sers of an entire system or network node) who interact
with the TSF. Each member of a profile target group is assigned an
individual suspicion rating that represents how well that member's current
activity corresponds to the established patterns of usggesented in the
profile. This analysis can be performed at runtime or during aqodisiction
batchmode analysis.

In FAU_SAA.3 Simple attack heurisscthe TSF shall be able to detect the
occurrence of signature events that repmésa significant threat to
enforcement of the SFRs. This search for signature events may occur in real
time or during a postollection batckmode analysis.

In FAU_SAA.4 Complex attack heuristickhe TSF shall be able to represent
and detect multistep intrusion scenarios. The TSF is able to compare system
events (possibly performed by multiple individuals) against event sequences
known to represent entire intrusion scenarios. The TSF shall be able to
indicate when a signature evemtevent sequence is found that indicates a
potential violation of the enforcement of the SFRs.
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Management: FAU_SAA.1

The following actions could be considered for the management functions in
FMT:

a) maintenance of the rules by (adding, modifying, deletionjutds
from the set of rules.

Management: FAU_SAA.2

The following actions could be considered for the management functions in
FMT:

a) maintenance (deletion, modification, addition) of the group of users
in the profile target group.

Management: FAU_SAA.3

The following actions could be considered for the management functions in
FMT:

a) maintenance (deletion, modification, addition) of the subset of system
events.

Management: FAU_SAA.4

The following actions could be considered for the management functions in
FMT:

a) maintenance (deletion, modification, addition) of the subset of system
events;

b) maintenance (deletion, modification, addition) of the set of sequence
of system events.

Audit: FAU_SAA.1, FAU_SAA.2, FAU_SAA.3, FAU SAA.4

The following actions should be atable if FAU_GEN Security audit data
generation is included in the PP/ST:

a) Minimal: Enabling and disabling of any of the analysis mechanisms;

b) Minimal: Automated responses performed by the tool.
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FAU_SAA.1

FAU_SAA.1.1

FAU_SAA.1.2

FAU_SAA.2

FAU_SAA.2.1

FAU_SAA.2.2

FAU_SAA.2.3

July 2009

Potential violation analysis
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall be able to apply a set of rules imonitoring the audited
events and based upon these rules indicate a potential violation of the
enforcement of the SFRs.

The TSF shall enforce the following rules for monitoring audited events:

a) Accumulation or combination of [assignment:subst of defined
auditable evenfsknown to indicate a potential security violation;

b) [assignment:any other rule$.

Profile based anomaly detection

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

The TSF shall be able to maintain profiles of system usage, where an
individual profile represents the historical paterns of usage performed
by the member(s) of [assignmentthe profile target group

The TSF shall be able to maintain a suspicion rating associated with
each user whose activity is recorded in a profile, where the suspicion
rating representsthe degree to which the user's current activity is found
inconsistent with the established patterns of usage represented in the
profile.

The TSF shall be able to indicate a possible violation of the enforcement
of the SFRs when a user's suspan rating exceeds the following
threshold conditions [assignment:conditions under which anomalous
activity is reported by the T§F
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FAU_SAA.3 Simple attack heuristics
Hierarchical to: No other components.
Dependencies: No dependencies.

FAU_SAA3.1 The TSF shall be able to maintain an internal representation of the
following signature events [assignmenta subset of system evehthat
may indicate a violation of theenforcement of the SFRs.

FAU_SAA32 The TSF shall be able to compare the signature events against the
record of system activity discernible from an examination of
[assignment:the information to be used to determine system act]vity

FAU_SAA.3.3 The TSFshall be able to indicate a potential violation of the enforcement
of the SFRs when a system event is found to match a signature event
that indicates a potential violation of the enforcement of the SFRs.

FAU_SAA.4 Complex attack heuristics
Hierarchical to: FAU_SAA.3 Simple attack heuristics
Dependencies: No dependencies.

FAU_SAA4.1 The TSF shall be able to maintain an internptesentation of the following
event sequencesof known intrusion scenarios [assignment: list of
sequence®f systemeventswhoseoccurrenceare representativeof known
penetration scenario$ and the following signature events [assignmeat:
subset of syste eventk that may indicate gotential violation of the
enforcement of the SFRs.

FAU_SAA4.2 The TSF shall be able to compare the signature eaedtsventsequences
against the record of system activity discernible from an examination of
[assignmentthe information to be used to determine system agtivity

FAU_SAA4.3 The TSF shall be able to indicate a potential violation of the enforcement of
the SFRs when systeattivity is found to match a signature eventevent
sequencehat indicates a potentigiolation of the enforcement of the SFRs.
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8.4

102

103

104

105

106

107

108

July 2009

Security audit review (FAU_SAR)

Family Behaviour

This family defines the requirements for audit tools that should be available
to authorised users to assist in the review of audit data.

Component levelling

FAU SAR: Security audit review 2

FAU_SAR.1 Audit review provides the capability to read information from
the audit records.

FAU_SAR.2 Restricted audit reviewequires that there are no other users
except those that have been identifiedrF&klJ_SAR.1 Audit reviewthat can
read the information.

FAU_SAR.3 Selectable audit revievequires audit review tools to select the
audit data to be reviewed based on criteria.

Management: FAU_SAR.1

The following actions codl be considered for the management functions in
FMT:

a) maintenance (deletion, modification, addition) of the group of users
with read access right to the audit records.

Management: FAU_SAR.2, FAU_SAR.3
There are no management activities foreseen.
Audit: FAU_SAR.1

The following actions should be auditable if FAU_GEN Security audit data
generation is included in the PP/ST:

a) Basic: Reading of information from the audit records.
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Audit: FAU_SAR.2

109 The following actions should be auditable if FAU_GEN Security adalia
generation is included in the PP/ST:
a) Basic: Unsuccessful attempts to read information from the audit
records.

Audit: FAU_SAR.3

110 The following actions should be auditable if FAU_GEN Security audit data
generation is included in the PP/ST:

a) Detailed: tle parameters used for the viewing.
FAU_SAR.1 Audit review

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1  The TSF shall provide [assignmentauthorised userpwith the capability
to read [assignmentist of audit information] from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the
user to interpret the information.

FAU_ SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1  The TSF shall prohibit all users read access to the audit records, except
those users that have been granted explicit reagccess.

FAU_SAR.3 Selectable audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.3.1 The TSF shall provide the ability to apply [assignment:methods of
selection and/or orderinp of audit data based on [assignmentcriteria
with logical relationg.
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8.5

111

Security audit event selection (FAU_SEL)
Family Behaviour

This family defines requirements to select the set of events to be audited
during TOE operation from the set of all auditable events.

Component levelling

FAU SEL: Security audit event selection 1

112

113

114

FAU_SEL.1

FAU_SEL.1.1

July 2009

FAU_SEL.1 Selective auditequires the ability to select the set of events to
be audited from the set of all auditable events, identifieBAt_GEN.1
Audit data generatignbased upon attributes to be specified by the PP/ST
autha.

Management: FAU_SEL.1

The following actions could be considered for the management functions in
FMT:

a) maintenance of the rights to view/modify the audit events.
Audit: FAU_SEL.1

The following actions should be auditable if FAU_GEN Security audit data
generation is included in the PP/ST:

a) Minimal: All modifications to the audit configuration that occur
while the audit collection functions are operating.

Selective audit
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Management of TSF data

The TSF shall be able to select the set of events to be ded from the
set of all auditable events based on the following attributes:

a) [selection: object identity, user identity, subject identity, host
identity, event type

b) [assignment: list of additional attributes that audit selectivity is
based upoh
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116

117

118

119

120

121

122

Class FAU: Secuity audit

Security audit event storage (FAU_STG)
Family Behaviour

This family defines the requirements for the TSF to be able to create and
maintain a secure audit trail. Stored audit records refers to those records
within the audit trail, and not the audit records thatehbeen retrieved (to
temporary storage) through selection.

Component levelling

FAU STG: Security audit event storage <

At FAU_STG.1 Protected audit trail storagequirements are placed on the
audit trail. It will be protected from unauthorised deletion and/or
modification.

FAU_STG.2 Guarantees of audit data availahilggecifies the guarantees
that the TSF maintains over the audit data given the occurrence of an
undesired condition.

FAU_STG.3 Action in case gfossible audit data losspecifies actions to be
taken if a threshold on the audit trail is exceeded.

FAU_STG.4 Prevention of audit data lpspecifies actions in case the audit
trail is full.

Management: FAU_STG.1
There are no management activitieseseen.
Management: FAU_STG.2

The following actions could be considered for the management functions in
FMT:

a) maintenance of the parameters that control the audit storage
capability.

Management: FAU_STG.3

The following actions could be considered for thanagement functions in
FMT:

a) maintenance of the threshold;

b) maintenance (deletion, modification, addition) of actions to be taken
in case of imminent audit storage failure.
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123

124

125

126

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.2

FAU_STG.2.1

FAU_STG.22

FAU_STG.2.3

July 2009

Management: FAU_STG.4

The following actions could be considered for the managefoections in
FMT:

a) maintenance (deletion, modification, addition) of actions to be taken
in case of audit storage failure.

Audit: FAU_STG.1, FAU_STG.2
There are no auditable events foreseen.
Audit: FAU_STG.3

The following actions should be auditable AB_GEN Security audit data
generation is included in the PP/ST:

a) Basic: Actions taken due to exceeding of a threshold.
Audit: FAU_STG .4

The following actions should be auditable if FAU_GEN Security audit data
generation is included in the PP/ST:

a) Basic: Actons taken due to the audit storage failure.
Protected audit trail storage

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from
unauthorised deletion.

The TSF shall be able to [selection, choose one gfrevent, detegt
unauthorised modifications to the stored audit records in the audit trail.

Guarantees of audit data availability
Hierarchical to: FAU_STG.1 Protected audit trail storage
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from
unauthorised deletion.

The TSF shall be able to [selection, choose one poévent, dete¢t
unauthorised modifications to the stored audit records in the audit trail.

The TSF shall ensure that [assignmentmetric for saving audit records

stored audit records will be maintained when the following conditions
occur: [selection:audit storage exhaustion, failure, attagk
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FAU_STG.3 Action in case of possible audit data loss
Hierarchical to: No other components.
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.3.1 The TSF shall [assignmentiactions to be taken in case of possible audit
storage failurg if the audit trail exceeds [assignmentpre-defined limif.

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shal[selection,chooseoneof: fi i g naaditegle v e nft psroe v e nt
audited events, except those taken by the authorised user with special
r i g hitosvoe,r thewoldestgoredauditr e ¢ o] mrdd fassignmentother
actionsto be taken in case of audit storage failufé¢he audit trailis full.
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9

127

July 2009

Class FCO: Communication

This class provides two fahes specifically concerned with assuring the
identity of a party participating in a data exchange. These families are related
to assuring the identity of the originator of transmitted information (proof of
origin) and assuring the identity of the recigi®f transmitted information
(proof of receipt). These families ensure that an originator cannot deny
having sent the message, nor can the recipient deny having received it.

FCO NRO: Non-repudiation of origin 1 2

FCO NRR: Non-repudiation of receipt 1 2

Figure 8 - FCO: Communication class decomposition

Version3.1 Page43of 321



9.1
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129

130

131

132

Class FCO: Communication

Non-repudiation of origin (FCO_NRO)
Family Behaviour

Non-repudiation of origin ensures that the originator of information cannot
successfully deny having sent the information. This family requires that the
TSF provide a method to ensure that a subject thagives information
during a data exchange is provided with evidence of the origin of the
information. This evidence can then be verified by either this subject or other
subjects.

Component levelling

FCO NRO: Non-repudiation of origin 1 2

FCO_NRO.1 Selective proof of originequires the TSF to provide subjects
with the capability to request evidence of the origin of information.

FCO_NRO.ZEnforced proof of originrequires that the TSF always generate
evidence of origin for transmitted information.

Management: FCO_NRO.1, FCO_NRO.2

The following actions could be considered for the management functions in
FMT:

a) The management of changes to information types, fields, originator
attributes and recipients of evidence.

Audit: FCO_NRO.1

The following actions lsould be auditable if FAU_GEN Security audit data
generation is included in the PP/ST:

a) Minimal: The identity of the user who requested that evidence of
origin would be generated.

b) Minimal: The invocation of the nerepudiation service.

C) Basic: Identificatbn of the information, the destination, and a copy of
the evidence provided.

d) Detailed: The identity of the user who requested a verification of the
evidence.
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133

Audit: FCO_NRO.2

The following actions should be auditable if FAU_GEN Security audit data
geneation is included in the PP/ST:

a) Minimal: The invocation of the nerepudiation service.

b) Basic: Identification of the information, the destination, and a copy of
the evidence provided.

C) Detailed: The identity of the user who requested a verification of the
evidence.

FCO_NRO.1 Selective proof of origin

FCO_NRO.1.1

FCO_NRO.1.2

FCO_NRO.1.3

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

The TSF shall be able to generate evidence of origin for transmitted
[assignment: list of information type$ at the request of the [selection:
originator, recipient, [assignment: list of third partief]

The TSF shall be ableto relate the [assignmentlist of attributeg of the
originator of the information, and the [assignment: list of information
fields] of the information to which the evidence applies.

The TSF shall provide a capability to verify the evidenceof origin of
information to [selection: originator, recipient, [assignment: list of third
parties] given [assignmentlimitations on the evidence of origin

FCO_NRO.2 Enforced proof of origin

FCO_NRO.2.1

FCO_NRO.2.2

FCO_NRO.2.3

July 2009

Hierarchical to: FCO_NRO.1 Selective proof of origin
Dependencies: FIA_UID.1 Timing of identification

The TSF shalenforce the generation of evidence of origin for transmitted
[assignmentlist of information typdsat all times.

The TSF shall be able to relate the [assignmisit:of attribute$ of the
originator of the information, and the [assignméist: of information fieldk
of the information to which the evidence applies.

The TSF shall provide a capability to verify the evidence of origin of
information to [selectionoriginator, recipient, [assignment: list of third
parties]] given [assignmentimitations on tle evidence of origin
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Class FCO: Communication

Non-repudiation of receipt (FCO_NRR)
Family Behaviour

Non-repudiation of receipt ensures that the recipient of information cannot
successfully deny receiving the information. This family requires that the
TSF provide a method to ame that a subject that transmits information
during a data exchange is provided with evidence of receipt of the
information. This evidence can then be verified by either this subject or other
subjects.

Component levelling

FCO NRR: Non-repudiation of receipt 1 2

FCO_NRR.1 Selective proof of receipequires the TSF to provide subjects
with a capability to request evidence of the receipt of information.

FCO_NRR.2 Enforced proof of receiptequires that the TSF always
generate evidence of receipt foceeved information.

Management: FCO_NRR.1, FCO_NRR.2

The following actions could be considered for the management functions in
FMT:

a) The management of changes to information types, fields, originator
attributes and third parties recipients of evidence.

Audit: FCO_NRR.1

The following actions should be auditable if FAU_GEN Security audit data
generation is included in the PP/ST:

a) Minimal: The identity of the user who requested that evidence of
receipt would be generated.

b) Minimal: The invocation of the nerepudiation service.

C) Basic: Identification of the information, the destination, and a copy of
the evidence provided.

d) Detailed: The identity of the user who requested a verification of the
evidence.
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139

Audit: FCO_NRR.2

The following actions should be auditabf FAU_GEN Security audit data
generation is included in the PP/ST:

a) Minimal: The invocation of the nerepudiation service.

b) Basic: Identification of the information, the destination, and a copy of
the evidence provided.

C) Detailed: The identity of the @s who requested a verification of the
evidence.

FCO_NRR.1 Selective proof of receipt

FCO_NRR.1.1

FCO_NRR.1.2

FCO_NRR.1.3

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

The TSF shall be able to generate evidence of receipt for received
[assignment: list of information type$ at the request of the [selection:
originator, recipient, [assignment: list of third partsg].

The TSF shall be able to relate the [assignmenlist of attributeg of the
recipient of the information, and the [assignment:list of information
fields] of the information to which the evidence applies.

The TSF shall provide a capability to verify the evidence of receipt of
information to [selection: originator, recipient, [assignment: list of third
parties] given [assignmentlimitations on the evidence of receipt

FCO_NRR.2 Enforced proof of receipt

FCO_NRR.21

FCO_NRR.2.2

FCO_NRR.2.3

July 2009

Hierarchical to: FCO_NRR.1 Selective proof of receipt
Dependencies: FIA_UID.1 Timing of identification

The TSF shalenforce the generation of evidence of receipt for received
[assignmentlist of information typdsat all times.

The TSF shall be able to relate the [assignmisit:of attribute$ of the
recipient of the information, and thassignmentlist of information fieldk
of the information to which the evidence applies.

The TSF shall provide a capability to verify the evidence of receipt of
information to [selectionoriginator, recipient, [assignment: list of third
parties]] given [assignmentimitations on the evidence of recdipt
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141

Class FCS: Cryptographic support

Class FCS: Cryptographic support

The TSF may employ cryptographic functionality to help satisfy several
high-level security objectives. These include (but are not limited to):
identification and authentication, nemepudiation, trusted path, trusted
channel and data separation. This class is used when the TOE implements
cryptographic functions, the implementation of which could be in hardware,
firmware and/or software.

The FCS: Cryptographic supportlass is composed of two families:
Cryptographic key management (FCS_CKH#Hd Cryptographic operation
(FCS_COP) The Cryptographic key management (FCS_CKNgmily
addresses themanagement aspects of cryptographic keys, while the
Cryptographic operation (FCS_COPRmily is concerned with the
operational use of those cryptographic keys.

1
2
FCS CEM: Cryptographic key management
3
4
FCS_COP: Cryptographic operation 1

Figure 9 - FCS: Cryptographic support class decomosition
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10.1

142

143

144

145

146

147

July 2009

Cryptographic key management (FCS_CKM)
Family Behaviour

Cryptographic keys must be managed throughout their life cycle. This family
is intended to support that lifecycle and consequently defines requirements
for the following activities: crypto@gphic key generation, cryptographic key
distribution, cryptographic key access and cryptographic key destruction.
This family should be included whenever there are functional requirements
for the management of cryptographic keys.

Component levelling

FCS CEKM: Cryptographic key management

FCS_CKM.1 Cryptographic key generatjaequires cryptographic keys to
be generated in accordance with a specified algorithm and key sizes which
can be based on an assigned standard.

FCS_CKM.2 Cryptographic key distributiprequires cryptographic keys to
be distributed in accordance with a specified distribution method which can
be based on an assigned standard.

FCS_CKM.3 Cryptographic key accesgquires access to cryptographic
keys to be perfored in accordance with a specified access method which
can be based on an assigned standard.

FCS_CKM.4 Cryptographic key destructjarequires cryptographic keys to
be destroyed in accordance with a specified destruction method whitie ca
based on an assigned standard.

Management: FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

There are no management activities foreseen.
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